
 

 

     

     

 

     

MULTI-FACTOR AUTHENTICATION 

      

6/25/2021 

  



  

www.blueehr.com 2 

 
 

Table of Contents 

Introduction: ................................................................................................................................................................ 4 

Multi-factor Authentication: ........................................................................................................................................ 5 

Use Case for Email authentication: ......................................................................................................................... 5 

User Case for SMS authentication: ......................................................................................................................... 5 

User Case for Google Authenticator: ...................................................................................................................... 5 

Use Case for multiple Multi-factor authentication: ................................................................................................. 5 

 

  

http://www.blueehr.com/


  

www.blueehr.com 3 

 
 

Revision History 

Date Version Reason for Change 

6/25/2021 1.0 Initial draft of the use case document 

   

   

   

 

Trademark Notice 

Copyright © 2020, ZH Healthcare, Inc. All rights reserved. The blueEHR and blueEHR logo are registered 

trademarks of ZH Healthcare, Inc. in the United States and other countries. All other trademarks and service 

marks are the properties of their respective owners. Information is subject to change at any time. 

 

Software License Notice 

This document is not for use or distribution without the express permission of ZH Healthcare, Inc. This document 

may not, in whole or in part, be copied, photocopied, reproduced, translated, or converted to any electronic or 

machine-readable form without the prior written consent of ZH Healthcare, Inc. 7910 Woodmont Avenue, Suite 

630, Bethesda, MD 20814. 

 

http://www.blueehr.com/


  

www.blueehr.com 4 

 
 

Introduction: 

blueEHR supports multi-factor authentication. The document describes briefy the use cases of multi-factor 

authentication. blueEHR has three methods for multi-factor authentication. 

• Login using Email OTP, 

• Login using SMS OTP. 

• Login using Google Authenticator code. 
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Multi-factor Authentication: 

Use Case for Email authentication: 

Multi-factor authentication using email can be setup by the administrator as well as the user. While logging into 

blueEHR application after successfully authenticating the username and password provided by the user, the user 

will get the input section where OTP can be provided. OTP will be received in the email, the user can input the OTP 

and successfully login to the system. 

User Case for SMS authentication: 

Multi-factor authentication using SMS can be setup by the administrator as well as the user. While logging into 

the blueEHR application after successfully authenticating the username and password provided by the user, the 

user will get the input section where OTP can be provided. OTP will be received as SMS, the user can input the 

OTP and successfully login to the system. 

User Case for Google Authenticator: 

Multi-factor authentication using Google Authenticator can be setup by the administrator as well as the user. 

While logging into the blueEHR application after successfully authenticating the username and password 

provided by the user, the user will get the input section where the Google Authenticator code can be provided. 

Once the code is provided and the authentication is successful the user can enter the application. 

Use Case for multiple Multi-factor authentication: 

Users can enable multiple methods of multi-factor authentication. If there are multiple methods enabled and 

when a user logs into the system, user can choose the multi-factor authentication and provide the OTP/Code 

accordingly. 
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